Getting It Right First Time (GIRFT) Programme FutureNHS Collaboration
Workspaces and GIRFT Outputs/Products Terms of Use
Scope and purpose of these Terms of Use
1. This document outlines the Terms of Use for:
1.1. All GIRFT FutureNHS Collaboration Workspaces, which provide the principal, preferred
platform for sharing all GIRFT Outputs/Products with authorised users of the same.
1.2. All Getting It Right First Time (GIRFT) Programme, restricted content, reports and
applications (collectively known as GIRFT Outputs/Products) and
2. These Terms of Use include important information about:
2.1. Accessing GIRFT FutureNHS Collaboration Platform Workspaces and maintaining
appropriate levels of security and IG compliance
2.2. Accessing, handling and sharing different types of GIRFT Outputs/Products in line with
the purposes of the GIRFT programme and its relevant IG Policies.
3. All Users of GIRFT FutureNHS Collaboration Platform Workspaces must familiarise
themselves with these Terms of Use.
4. By accepting an invitation to join any GIRFT Future NHS Collaboration Platform Workspace
or by using any GIRFT Outputs/Products you are a ‘user’ as referred to throughout this
document and you accept these Terms of Use and agree to comply with them.

GIRFT FutureNHS Collaboration Platform Workspaces
5. The GIRFT FutureNHS Collaboration Workspaces (“GIRFT FutureNHS”) are hosted by
FutureNHS Collaboration on behalf of NHS England and NHS Improvement and operated by
the GIRFT programme for use by authorised users for GIRFT purposes.
6. The GIRFT Future NHS Collaboration Platforms Workspaces provides an appropriate
mechanism for sharing securely all GIRFT Outputs/Products and other relevant data
products and packages, including those that contain aggregate anonymised data with
unsuppressed small numbers such as GIRFT provider level reports.
7. GIRFT FutureNHS is the preferred method for sharing all GIRFT Outputs/Products.
8. Access to GIRFT FutureNHS is by invitation only and all Trusts may request up to ten users to
have access to enable appropriate dissemination of data. This may include people from
other organisations that the Trust has agreed to share GIRFT Outputs/Products with via the
Commercial in Confidence DSA (see paragraph 25 below).
9. Some other organisations may also be granted access to the platform (see paragraph 23
below).

10. The Medical Director or a suitably senior nominated deputy (the ‘FutureNHS Accounts
Manager’) for the Trust must:
10.1. Have oversight of access to GIRFT Outputs/Products and services on behalf of the
Trust.
10.2. Authorise requests for access to GIRFT FutureNHS on behalf of the Trust and request
access for nominated users by sending their details (name, role, organisation and
email address) to RNOH.GIRFT.CENTRAL@nhs.net.
10.3. Ensure that all users from the Trust accept and conform with these Terms of Use.
RESPONSIBILITIES OF USERS

11. All Users of GIRFT Future NHS Workspaces agree that they will:
11.1. Use the platform only for lawful purposes, and in a manner that does not infringe the
rights of or restrict or inhibit the access and use of any other user or person.
11.2. Only access GIRFT Outputs/Products (by any means) for GIRFT purposes and that this
is necessary as part of your role within an organisation that has a functional
relationship with the GIRFT programme and its associated workstream(s).
11.3. Ensure that they have completed their organisation’s mandatory Information
Governance training not more than 1 year prior to:


accepting an invitation to join the GIRFT Future Workspace.



accessing any of the GIRFT Future NHS Collaboration Workspaces at any time
in the future.



accessing any GIRFT restricted content, reports and applications via any
means at any time in the future.

11.4. Not share their invitation to join the GIRFT FutureNHS, with any other person(s).
11.5. Register for GIRFT FutureNHS using their own work email address and will not use a
shared login or generic email address of any kind.
11.6. Choose a password of enough complexity to ensure your account is kept safe and
secure. Passwords should be hard to guess and must:






Be at least eight characters long (longer passwords/passphrases are more
secure;
Not contain your username, real name, or organisation
Not contain a complete word;
Be significantly different from previous passwords; and
Contain a mixture of characters including, upper case, lower case, numbers
and symbols found on the keyboard (e.g.! &, %, *, etc)

11.7. Keep their GIRFT FutureNHS username and password confidential and will not divulge
it to any other person or allow any other person to access GIRFT Future NHS with
these credentials.
11.8. Once registered, set up a FutureNHS Collaboration Platform profile including; name,
email address, job title, region, organisation, STP area. The user may add additional
information to their profile or information about themselves as a post – provided this
does not breach this Terms of Use.
11.9. Maintain an official registered user account with the employing organisation on
whose behalf you are accessing the data – users must notify the GIRFT programme
immediately of any change so that organisational details can be updated. This is
particularly important for staff who leave employment at their NHS organisation and
may no longer be entitled to have continued access to various GIRFT products as a
result.
11.10. Ensure that information and data accessed via GIRFT FutureNHS are treated as
restricted and are not disclosed to any unauthorised third parties without prior
written approval.

GIRFT Outputs/Products
GIRFT PROVIDER LEVEL REVIEW DATA PACKS (PLRs)

12. Metrics within GIRFT PLRs often contain anonymised aggregate HES (or other) data including
‘small number’ activity values (i.e. less than 8). This is allowed for the GIRFT programme,
subject to strict data sharing rules/controls, under a data sharing agreement between NHS
Digital and NHS England and Improvement.
13. Data containing small numbers presents a potential risk of identifying individuals from a
GIRFT PLR although this is unlikely without unreasonable effort.
14. Therefore, users agree that they will not link data from PLRs with any other data sources,
since this could increase the risk of re identification.
OTHER GIRFT PRODUCTS

15. There are a number of products produced by GIRFT to support Trusts and NHS England and
NHS Improvement regional and national teams undertaking service improvement other than
PLR’s, such as:


Deep dive observation notes



GIRFT clinical improvement and implementation plans



Summary information about achievement of actions in Trust implementation
plans presented in GIRFT dashboards, GIRFT slicer or ad hoc products



GIRFT Questionnaire responses

16. Where the sharing of these products with organisations outside the NHSE/I structure, is
allowed, they are protected by strict Information Governance measures. Therefore, users
that are granted access to these products must adhere to the measures put in place to
ensure that good IG practice is maintained, and risks associated with the use of this data are
minimised.

Sharing GIRFT Outputs/Products Appropriately
17. We recommend that GIRFT FutureNHS is used as the principal mechanism for sharing GIRFT
Outputs/Products as this is the most secure method and is always how GIRFT PLRs will be
shared with the Trusts to which they relate (GIRFT will not email PLRs to Trusts). Users can
subscribe to receive automatic notifications when any new data is uploaded to their GIRFT
FutureNHS Workspace.
18. Once available on GIRFT FutureNHS, authorised Trust users can access their Trust’s PLRs and
other GIRFT Outputs/Products via their GIRFT FutureNHS account. Trust users may
download PLRs for their own Trust and may disseminate this to Trust staff using their usual
secure transfer/email service.
19. Other authorised users outside the Trust to which the data relates should not download
data without express permission from the relevant Trust or from the GIRFT programme.
20. Under no circumstances can PLRs be made publicly available.
CENTRAL SHARING OF GIRFT OUTPUTS/PRODUCTS

21. GIRFT FutureNHS will also be used to share GIRFT Outputs/Products with organisations
other than the Trust to which it relates (where such sharing is appropriate under a suitable
data sharing agreement).
22. Under the data sharing agreement noted in 12 above, all GIRFT Outputs/Products including
PLRs containing HES activity with small numbers can be shared within the GIRFT programme
and internally with NHS England and NHS Improvement regional teams and other national
programmes, provided that the purpose for using it is in line with the GIRFT programme or
NHSE/I’s statutory functions.
23. Permission can also be granted (on a case by case basis) to share GIRFT Outputs/Products
with the following Arms-Length Bodies (ALBs)








NHS Resolution
NHS Digital
Health Education England
National Institute for Health and Care Excellence
Public Health England
Care Quality Commission
NHS Improvement

24. To make a request to share GIRFT Outputs/Products with any of the above ALBs, users must
complete a Data Access Request (see Appendix 1) and send it to:

RNOH.GIRFT.CENTRAL@nhs.net marking it for the attention of the Senior Information
Governance Assurance Officer at GIRFT:
25. Additionally, Trusts have the option to allow the wider sharing of their PLR data to support
improvements in the NHS. With the agreement of Trusts (secured under the Commercial in
Confidence Information Sharing Agreement), GIRFT can give other users from relevant
provider led networks, CCGs, ODSs and other appropriate organisations within STPs access
to GIRFT Outputs/Products (via Future NHS) on a Trust by Trust basis.
LOCAL SHARING OF GIRFT OUTPUTS/PRODUCTS

26. Trusts may also share GIRFT Data Outputs/Products under local arrangements supported
by an appropriate Data Sharing Agreement (DSA) but, except for sharing internally with
staff, should consider using GIRFT Future NHS instead wherever possible.
27. Where Trusts do share GIRFT Outputs/Products under local arrangements, the following
conditions must be met:
27.1. Before sharing any GIRFT Outputs/Products (and particularly so for PLRs) Trusts,
should assess the IG controls that need to be in place locally.
27.2. These controls must provide necessary assurance that any wider sharing of GIRFT
Outputs/Products is restricted to uses that are in line with the purposes of the GIRFT
programme and is undertaken securely.
27.3. A copy of these Terms of Use must be provided to the individual recipient of any
GIRFT Outputs/Products when sharing such data with that recipient for the first
time.
27.4. Users outside of the Trust to which PLRs relate must not share PLRs with other parties
by email (secure or otherwise) without the Trusts consent or permission from the
GIRFT programme. Doing so would be considered a breach of the GIRFT security
policy and these Terms of Use.
27.5. As noted in 20 above, PLRs must never be made publicly available and Trusts must
make this clear to any recipient of GIRFT Outputs/Products that they share.

Other GIRFT Products
28. There are a number of products produced by GIRFT to support Trusts and NHS England and
NHS Improvement regional and national teams undertaking service improvement other than
PLR’s, such as:





Deep dive observation notes
GIRFT clinical improvement and implementation plans
Summary information about achievement of actions in Trust implementation
plans presented in GIRFT dashboards, GIRFT slicer or ad hoc products
GIRFT Questionnaire responses

29. Where the sharing of these products with organisations outside the NHSE/I structure, is
allowed, they are protected by strict Information Governance measures. Therefore, users
that are granted access to these products must adhere to the measures put in place to
ensure that good IG practice is maintained, and risks associated with the use of this data are
minimised.

GIRFT FutureNHS Workspaces Privacy Notice
30. NHS England and NHS Improvement are the controllers for the processing of personal data
for purpose of managing access to the Kahootz Site (branded as the FutureNHS
Collaboration Platform). We process personal data for this purpose in accordance with our
statutory powers, and for data protection purposes, in the exercise of official authority.
31. Activity on FutureNHS Collaboration Platform is recorded, and we reserve the right to
monitor activity for the purposes of ensuring compliance with the Terms and additionally for
monitoring activity, such as to how much you and other users post.
32. Personal data relating to you and your account can be rectified, erased or destroyed at your
request. This request should be made to the Site Owner.
33. NHS England and NHS Improvement’s Privacy Notice describes how we use personal data
and explains how you can contact us and invoke your rights as a data subject. This can be
found at https://www.england.nhs.uk/nhse-nhsi-privacy-notice/joint/
34. NHS England and NHS Improvements data protection officer can be contacted at
england.dpo@nhs.net.
35. If you are also a user of the GRIFT website, specific privacy information about data that is
collected for use from the website can be accessed here
https://gettingitrightfirsttime.co.uk/privacy-policy/

Viruses
36. You must not misuse the GIRFT FutureNHS Workspaces or GIRFT products by knowingly
introducing viruses, trojans, worms, logic bombs or other material that is malicious or
technologically harmful.
37. Every attempt has been made to ensure the GIRFT FutureNHS site and GIRFT products is of
high quality and free from malicious code, but the GIRFT Programme does not guarantee
that these will be free from viruses. You should use your own virus protection software and
take appropriate safeguards before downloading information.

Using Information derived from GIRFT Products
38. In using information derived from GIRFT Products and the GIRFT FutureNHS Workspaces,
users must:
38.1. Use GIRFT data or information to support development of opportunities and
guidance to the sector that could be used to help Trusts save money and improve

care via operational and ‘system’ level improvements in quality and efficiency within
the NHS or other healthcare services (The Purpose for using GIRFT Products and
FutureNHS Workspaces). This requirement may be delivered at a local trust/provider
level, regionally (e.g. across a Sustainability and Transformation Partnership/STP
footprint) or NHSE/I national level. Examples of using GIRFT data at a national level
include NHS England and NHS Improvement using data to meet their functions.
38.2. Use the data to supports the objectives of the Lord Carter Programme on Operational
productivity and performance in English NHS acute Hospitals see:
https://www.gov.uk/government/publications/productivity-in-nhs-hospitals
38.3. Read and comply with any supplementary detail provided in the GIRFT products
about uses or restrictions of data e.g. data security notices within datapacks.
38.4. Users must not share national benchmarking and variation data externally with any
third parties in a format that identifies other trusts/providers or presents activity
numbers less than 8. For clarity third parties does not include provider led networks,
ODNs and other organisations within STPs or CCGs.
38.5. Seek the GIRFT Programmes prior written approval for use of the information for any
other purposes or wider sharing.
38.6. Notify NHS England and NHS Improvement of any breaches or information security
incidents of these terms of use – and should be reported to NHSI.ig@nhs.net and the
GIRFT Programme at RNOH.GIRFT.CENTRAL@nhs.net within 48 hours if they become
aware of:




a breach of these terms and conditions of use; and / or
any unauthorised users accessing GIRFT product or service and / or
the need to de-activate a user’s access (e.g. where time limited access has been
approved for a management consultant).

38.7. Ensure that where permissions exist to copy data or information a strict adherence to
version control of copies must be adhered to.
38.8. Only download and share data or information from the GIRFT FutureNHS
Collaboration Platform as is outlined within the related Commercial in Confidence or
Data Sharing Agreements found on the GIRFT Regional Workstreams or Reference
Workspaces.

Limitation of use and restrictions
39. Users of the GIRFT FutureNHS Workspaces must not:
39.1. Use GIRFT or third party associated products, including that from the GIRFT
FutureNHS Workspaces for commercial purposes or to inform development of other
commercial products.
39.2. Publish any data on the GIRFT FutureNHS Workspaces without the explicit permission
to do so.

39.3. Disassemble, reverse engineer, de-compile, copy, adapt, edit or create any derivative
works from, the source code of the whole or any part of GIRFT Outputs/Products, nor
attempt to do such things unless you have explicit permission to do so.
39.4. Download any data or information form the GIRFT FutureNHS platform without:



appropriate permission from the GIRFT programme and the Trust to which the
data or information pertains and
a legitimate purpose for downloading such information, in line with these Terms
of Use.

39.5. If users are found to be in breached any of these terms of use, access will be
suspended immediately.
39.6. If you have any queries in respect of appropriate use of data, please contact the
workspace manager via the message link on the landing page of your GIRFT
FutureNHS workspace.

Warranties and liability
40. The GIRFT programme products aim to support discussion and the quality of data they
contain may vary, depending on what is available. For example, the litigation metric
(estimated cost of litigation per unit of activity) in most PLRs is a poor discriminator of
performance both because the estimated cost is relatively poor quality and the timescale for
litigation incidents doesn’t match the time scale for the activity used as a denominator.
However, these litigation data are included in GIRFT PLRs to raise awareness of litigation as a
feature of clinical practice and for no other reason than to support discussion on this. There
are often other data items in GIRFT PLRs that are similarly included to raise awareness
rather than to demonstrate performance.
41. On this basis, the GIRFT Programme does not guarantee that the data will be suitable for all
user purposes and therefore:
42. The GIRFT Programme excludes all liability arising from use, including any loss of profits,
revenue, opportunity, contracts, turnover, anticipated savings, goodwill, reputation,
business opportunity or loss to or corruption of data (regardless of whether any of these
losses or damages are direct, indirect or consequential).
43. The user warrants that they will not use data provided via GIRFT products or any
information contained in it for any purpose that is in contravention of any applicable law or
regulation or in a manner that will infringe the copyright, trademarks, service marks or other
intellectual property rights of third parties or violate the privacy, publicity or other personal
rights of others or in any defamatory, obscene, threatening, abusive or hateful manner.
44. The user shall indemnify and hold harmless the GIRFT Programme, its employees and
agents, against all claims, liability, losses, damages and expenses including, without
limitation, legal fees and costs arising out of or incurred as a result of any claims made, or
limitation brought, against the GIRFT Programme or NHS England and NHS Improvement, its
employees or agents, as a result of the user’s use of data provided via GIRFT products and
services or any information contained in it, for any purpose whatsoever.

GIRFT Data Access Request Process
45. Approval to access GIRFT data, is granted via completion of either the GIRFT Data Access
Request Form (see Appendix 1) or the Commercial in Confidence Data Sharing Agreement
that has been sent directly Trusts:
45.1. The GIRFT Data Access Request Form is for organisations as outlined in paragraphs
21,22 and 23 above.
46. The Commercial in Confidence Data Sharing Agreement provides the mechanism for access
to GIRFT FutureNHS for organisations that Trusts have chosen to share GIRFT
Outputs/Products within this way as outlined in paragraph 25 above.
46.1. The Trust to which this data relates will be able to inform you if they have agreed to
share data with your organisation in this way and can request a user account on Future
NHS for you.

Continued access to GIRFT Outputs/Product and GIRFT FutureNHS
47. The GIRFT Programme does not guarantee that this site or GIRFT products or any content on
it, will always be available or be uninterrupted. The GIRFT Programme may suspend or
withdraw or restrict the availability of all or any part of these without notice for any reason
at any time.
48. The GIRFT programme reserve the right to:
48.1. Terminate access/permissions to any and/or all GIRFT Products and the GIRFT
FutureNHS Workspaces at any time for any reason.
48.2. To modify these Terms at any time.
49. Continued use of GIRFT Products and the GIRFT FutureNHS Workspaces after changes have
been made constitutes your agreement to such changes.
50. Users are therefore, advised to check for changes to the Terms of Use before accessing the
GIRFT resources outlined in this document.
51. We aim to update our site regularly and may change the content at any time.

Intellectual Property Rights (IPR)
52. Except where specified or agreed in writing with the GIRFT Programme, all users
acknowledge that all IPR in GIRFT products and its contents throughout the world belong to
The Royal National Orthopaedic Hospital (RNOH) and that users or individuals have no IPR in
or to the GIRFT products and its contents other than the right to use them in accordance
with these terms of use.

Governing Law and Jurisdictions
53. The terms and conditions of use of this website and GIRFT products shall be governed by the
law of England and Wales and shall be subject to the non-exclusive jurisdiction of the courts
of England and Wales.

General
54. The GIRFT Programme or NHS England and NHS Improvement accept no liability for any
failure of a user to comply with these terms of use where such failure is due to
circumstances beyond our reasonable control.
55. If we waive any rights available to a user under these terms and conditions on one occasion,
this does not mean that those rights will automatically be waived on any other occasion and
will be dealt with on case by case basis.
56. If any of these terms and conditions are held to be invalid, unenforceable or illegal for any
reason, the remaining terms and conditions shall nevertheless continue in full force.

The use of Official Information
57. In the course of your official duties, you are likely to acquire official information (i.e.
information to which you have access owing to your official position) that is received in
confidence or is intended for official use only.
58. You must not disclose official information, either orally or in writing, to anyone not
authorised to receive it.
59. This duty of confidentiality, which continues after you leave employment does not affect
your duties under the Open Government Code of Practice. Nor is there any objection to you
repeating information which has already been made public.
60. It may be an offence for you to disclose certain types of information. An unauthorised
disclosure of information may lead to criminal proceedings and/or disciplinary action,
including dismissal.

Appendix 1:
GIRFT Data Access Request Form
Name of NHSE/I (regional or
national) team, ALB,
Organisations, Alliances,
Networks or Groups requesting
Access.

Click or tap here to enter text.

Please define role, function and
structure of requesting body (or
provide link to website).

Click or tap here to enter text.

Accountable officer:

Click or tap here to enter text.

Email:

Click or tap here to enter text.

Telephone:

Click or tap here to enter text.

Type of GIRFT Data Requested
(please highlight).

PLR (data pack)☐

Observation Notes☐

GIRFT Dashboard and data
products☐

GIRFT Ad-hoc Information
Products☐

What is the data to be used for?
(Please highlight).

Service Evaluation☐

Clinical Audit☐

Other☐
Click or tap here to enter text.

If you have highlighted ‘Other’,
please use this space to provide
details.

Please provide the Purpose
and Justification for your
data request. (i.e. outline why

Click or tap here to enter text.

access to GIRFT data is beneficial
to your project and NHSE/I).
Will you publish any data or
analytical results derived as a
result of access to GIRFT data. If
yes please also outline the
intended outputs to be published
or shared.

Click or tap here to enter text.

Duration of data access.

Click or tap here to enter text.

Approving Officer

Click or tap here to enter text.

Approved/Declined

Click or tap here to enter text.

Date

Click or tap to enter a date.

Please Send Completed Form to: RNOH.GIRFT.CENTRAL@nhs.net marking it for the attention of the
Senior Information Governance Assurance Officer at GIRFT

Appendix 2 – Summary Flowchart: Access to GIRFT Outputs/Products on GIRFT FutureNHS Workspaces.

